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1. Introduction

This Certification Practice Statement (CPS) applies to the products and services of MSC
Trustgate.com Sdn Bhd (“Trustgate CA”). It outlines the principles and practises related to Trustgate
CA’s lifecycle of digital certificates management, including electronic signatures and validity checking
services. This CPS may be updated from time to time as outlined in Section 1.5 Policy Administration.
The latest version may be found on the MSC Trustgate CA company repository at
www.msctrustgate.com.

Trustgate CA Certification Practice Statement (CPS) conforms to the Internet Engineering Task Force
(IETF) RFC 3647 for Certificate Policy and Certification Practice Statement construction. In additional,
it conforms to current versions of the requirements of the following schemes:

e Malaysia Digital Signature Act 1997
e Malaysia Digital Signature Regulations 1998
e CPA Canada, WebTrust Principles and Criteria for Certification Authorities 2.1

e CPA Canada, WebTrust Principles and Criteria for Certification Authorities — SSL Baseline
with Network Security — Version 2.3

e CPA Canada, WebTrust Principles and Criteria for Certification Authorities — Extended
Validation SSL — Version 1.6.2

e CA/Browser Forum - Network And Certificate System Security Requirements Version 1.1

e CA/Browser Forum - Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates Version 1.5.6

e CA/Browser Forum - Guidelines For The Issuance And Management Of Extended
Validation Certificates Version 1.6.8

e CA/Browser Forum - Guidelines For The Issuance And Management Of Extended
Validation Code Signing Certificates Version 1.4

While certain sections are included in this CPS according to the structure of RFC 3647, the topic may
not necessarily apply to services of Trustgate CA. These sections state ‘No stipulation’. Additional
information is presented in subsections of the standard structure where necessary.

CA/Browser Forum requirements are published at www.cabforum.org. In the event of any
inconsistency between this document and those requirements, those requirements take precedence
over this document.

This CPS is final and binding between MSC Trustgate.com Sdn Bhd, a company duly registered in
Malaysia at Suite 2-9, Level 2, Block 4801 CBD Perdana, Jalan Perdana, 63000 Cyberjaya, Selangor
Darul Ehsan, Malaysia or via email at security@msctrustgate.com (hereinafter referred to as
"Trustgate CA") and the Subscriber and/or Relying Party, who uses, relies upon or attempts to rely
upon certification services made available by Trustgate CA referring to this CPS. For Relying Parties,
this CPS becomes binding by relying upon a Certificate issued under this CPS. In addition,
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Subscribers are required by the Subscriber Agreement to inform their Relying Parties that the CPS is
itself binding upon those Relying Parties.

1.1 Overview

This CPS applies to the complete hierarchy of Certificates issued by Trustgate CA. The purpose of
this CPS is to present the Trustgate CA practices and procedures in managing Certificates and to
demonstrate compliance with requirements pertaining to the issuance of Certificates according to
Trustgate CA’s own and industry requirements pursuant to the standards. Trustgate CA operates
within the scope of the applicable sections of Malaysian Law when delivering its services. This CPS
aims to document the Trustgate CA delivery of certification services and management of the
Certificate life cycle of any issued Subordinate CA, client, server and other purpose end entity
Certificates.

This CPS is specifically applicable to:
e Trustgate CA
e Trustgate CA Infrastructure
e Trustgate CA Administrators
e Trustgate CA’s enterprise Customers

More generally, the CPS also governs the use of Trustgate CA services by all individuals and entities
within Trustgate CA.

The Trustgate CA includes Three (3) classes of Certificates, Classes 1-3. These Certificates can be
used:

o for encryption of data
o for authenticate web resources, such as servers and other devices;
o for signing data objects digitally

o for electronic signatures or digital signature to replace handwritten signatures for signing
documents

Trustgate CA may publish Certificate Policy (CP) that are supplemental to this CPS in order comply
with the specific policy requirements of Government, or other industry standards and requirements.
These supplemental certificate policies shall be made available to subscribers for the certificates
issued under the supplemental policies and their relying parties.

The CPS is only one of a set of documents relevant to Trustgate CA. These other documents include:

e ancillary confidential security and operational documents’ that supplement the CP and CPS
by providing more detailed requirements, such as:

' Although these documents are not publicly available their specifications are included in Trustgate CA’s Annual WebTrust for Certification
authorities audit and may be made available to customer under special Agreement
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o Business continuity and disaster recovery;
o Security Policy;

o Personnel policies;

o Key management policies, and

o Registration procedures

o Privacy Policy

e ancillary agreements imposed by Trustgate CA. These agreements bind Customers,
Subscribers, and Relying Parties to Trustgate CA. A Subscriber or Relying Party of a Trustgate
CA Certificate must refer to this CPS in order to establish trust in a Certificate issued by
Trustgate CA as well as for information about the practices of Trustgate CA.

In many instances, the CPS refers to these ancillary documents for specific, detailed practices
implementing Trustgate CA Standards where including the specifics in the CPS could compromise
the security of Trustgate CA.

All applicable Trustgate CA policies are subject to audit by authorised third parties, which Trustgate
CA highlights on its public facing web site via a WebTrust Seal of Assurance.

1.2 Document Name and Identification

Trustgate CA Certificates contain object identifier values corresponding to the applicable Trustgate
CA Class of Certificate. The OID for Trustgate CA is an iso (1) identified-organization (3) dod (6)
internet (1) private (4) enterprise (1) MSC Trustagte CA (45530). Trustgate issues certificates and
time-stamp tokens containing the following OIDs arcs:

Digitally Signed Object | Object Identifier (OID)
Client Certificate

Class 1 Client Certificates 1.3.6.1.4.1.49530.1.1.1
Class 2 Client Certificates (Generic) 1.3.6.1.4.1.49530.1.1.2
Class 2 Client Certificates (Government) 1.3.6.1.4.1.49530.1.1.21
Class 2 Client Certificates (Enterprise) 1.3.6.1.4.1.49530.1.1.2.2
Class 3 Client Certificates 1.3.6.1.4.1.49530.1.1.3
Code Signing Certificates 1.3.6.1.4.1.49530.1.2.1
Time Stamping Certificates (Generic) 1.3.6.1.4.1.49530.1.3.1
SSL Certificate

Domain Validation SSL Certificates 1.3.6.1.4.1.49530.1.4.1
Organisation Validation SSL Certificates 1.3.6.1.4.1.49530.1.5.1
Extended Validation SSL Certificates 1.3.6.1.4.1.49530.1.6.1
Extended Validation Code Signing Certificates | 1.3.6.1.4.1.49530.1.6.2
Intranet Validation SSL Certificates 1.3.6.1.4.1.49530.1.7 1
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The Trustgate CA certificates governed by this CPS are:

Subject DN

Validity Period

Serial Number

CN = Trustgate Class 1 Root Certificate Authority
O = MSC Trustgate.com Sdn. Bhd.
C=MY

07/06/2012 00:00:00 GMT
07/05/2042 23:59:59 GMT

1b5ed8fca65cfcdeb0cc00e129023e3a

CN = Trustgate Class 2 Root Certificate Authority
O = MSC Trustgate.com Sdn. Bhd.
C=MY

07/06/2012 00:00:00 GMT
07/05/2042 23:59:59 GMT

0a8bc4060f5a6¢cd34d07805da007abf5

CN = Trustgate Class 3 Root Certificate Authority
O = MSC Trustgate.com Sdn. Bhd.
C=MY

07/06/2012 00:00:00 GMT
07/05/2042 23:59:59 GMT

703b113dcdb38e30f4e57dac18a5310f

CN = Trustgate RSA Certification Authority

OU = Malaysia Licensed CA No: LPBP-2/2010 (1)
O = MSC Trustgate.com Sdn. Bhd.

C=MY

12/19/2016 00:00:00 GMT
12/18/2041 23:59:59 GMT

1f61b6a273937d89952bc4af8e86050e

CN = Trustgate Time Stamping Authority CA

OU = Malaysia Licensed CA No: LPBP-2/2010 (1)
O = MSC Trustgate.com Sdn. Bhd.

C=MY

12/19/2016 00:00:00 GMT
12/18/2041 23:59:59 GMT

4139bac7f7f45005dcd7f76adebf17b1

OU = Malaysia Licensed CA No: LPBP-2/2010 (1)
O = MSC Trustgate.com Sdn. Bhd.
C=MY

CN = Trustgate Time Stamping Authority CA (ECC)

12/19/2016 00:00:00 GMT
12/18/2041 23:59:59 GMT

51e80251ad3e7ff755cac506ddb64bde

CN= MyTrust Class 1 RSA Root CA
OU= MyTrust Gateway

O= MSC Trustgate.com Sdn. Bhd.
C=MY

08/17/2017 00:00:00 GMT
08/16/2042 23:59:59 GMT

3606c60894f246dc130f2671463d11ea

CN= MyTrust Class 2 RSA Root CA
OU= MyTrust Gateway

O= MSC Trustgate.com Sdn. Bhd.
C=MY

08/17/2017 00:00:00 GMT
08/16/2042 23:59:59 GMT

38be005b37d65a7204e7141a6d2262ce

CN= MyTrust Class 3 RSA Root CA
OU= MyTrust Gateway

O= MSC Trustgate.com Sdn. Bhd.
C=MY

08/17/2017 00:00:00 GMT
08/16/2042 23:59:59 GMT

5682e857103ffd808b880488eb1127d0

CN= MyTrust Class 1 ECC Root CA
OU=MyTrust Gateway

O=MSC Trustgate.com Sdn. Bhd.
C=MY

08/28/2017 00:00:00 GMT
08/27/2042 23:59:59 GMT

4fc238d27e35d1ddb4df977002a3efbf

CN= MyTrust Class 2 ECC Root CA
OU=MyTrust Gateway

O=MSC Trustgate.com Sdn. Bhd.
C=MY

08/28/2017 00:00:00 GMT
08/27/2042 23:59:59 GMT

68d4f1dc28d868754c464f4b70123229
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Subject DN Validity Period Serial Number

CN= MyTrust Class 3 ECC Root CA 08/28/2017 00:00:00 GMT 3f9289237e806a1da7326edc082052d3
OU=MyTrust Gateway 08/27/2042 23:59:59 GMT

O=MSC Trustgate.com Sdn. Bhd.

C=MY

1.3 PKI Participants
1.3.1 Certification Authorities

Trustgate CA is a Malaysian licenced Certification Authority that issues Certificates in accordance
with this CPS. As a Certification Authority, Trustgate CA performs functions related to Certificate
lifecycle management such as Subscriber registration, Certificate issuance, Certificate renewal,
Certificate distribution and Certificate revocation. Trustgate CA also provides Certificate status
information using a Repository in the form of a Certificate Revocation List (CRL) and/or Online
Certificate Status Protocol (OCSP) responder. Trustgate CA may also be described by the term
“Issuing Authority” or “Trustgate CA” to denote the purpose of issuing Certificates at the request of a
Registration Authority (RA) from a subordinate Issuing CA.

The Trustgate CA Policy Board, which is composed of members of the MSC Trustgate.com Sdn Bhd
management team and appointed by its Board of Directors, is responsible for maintaining this
Certificate Policy relating to all certificates in the hierarchy. Through its Policy Board, Trustgate CA
maintains control over the lifecycle and management of the CA.

Some of the tasks associated with Certificate lifecycle are delegated to select Trustgate RAs, who
operate on the basis of a service agreement with Trustgate CA.

1.3.2 Registration Authorities

In addition to identifying and authenticating applicants for Certificates, an RA may also initiate or pass
along revocation requests for Certificates and requests for issuance and renewal of Certificates.
Trustgate CA may delegate the performance of certain functions such as accepting, evaluating,
approving or rejecting the registration of Certificate applications and initiating the process to revoke a
Certificate to a third party to act as a Registration Authority (RA). The function of an RA may vary
between entities, from gathering application information, verifying application information and
approving application.

A third party must enter into a contractual relationship with Trustgate CA in order to operate as an RA
and authorise the issuance of Certificates. The third party must abide with all the requirements of this
CPS, the terms of their contract obligations and the policies and industry standards that are applicable
to an RA. The third party may implement more restrictive vetting practices if its internal policy dictates.

Trustgate CA may designate an Enterprise RA to verify Certificate Requests from the Enterprise RA’s
own organisation. In Enterprise RA, the Subscriber’s organisation shall be validated and pre-defined
and shall be constrained by system configuration.
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1.3.3  Subscribers

Subscribers are either legal entities or natural persons that successfully apply for and receive a
Trustgate CA Certificate to support their use in transactions, communications and the application of
Digital Signatures.

In most cases certificates are issued directly to individuals or entities for their own use. However,
there are some situations where the party requiring a certificate is different from the subject to whom
the credential applies. For example, an organization may require certificates for its employees to
allow them to represent the organization in electronic transactions/business. In such situations the
entity subscribing for the issuance of certificates (i.e. paying for them, either through subscription to
a specific service, or as the issuer itself) is different from the entity which is the subject of the certificate
(generally, the holder of the credential). Two different terms are used in this CPS to distinguish
between these two roles: "Subscriber", is the entity which contracts with Trustgate CA for the issuance
of credentials and; “Subject", is the person to whom the credential is bound. The Subscriber bears
ultimate responsibility for the use of the credential but the Subject is the individual that is authenticated
when the credential is presented.

When ‘Subject’ is used, it is to indicate a distinction from the Subscriber. When “Subscriber” is used
it may mean just the Subscriber as a distinct entity but may also use the term to embrace the two.
The context of its use in this CPS will invoke the correct understanding.

1.3.4 Relying Parties

Replying parties are entities that act in reliance on a Certificate issued by Trustgate CA. Relying
parties must check the appropriate CRL or OCSP response prior to relying on information featured in
a Certificate. A Relying party may or may not also be a Subscriber within Trustgate CA.

Adobe offers to the AATL platform from Acrobat® 9.12 and above in order to provide document
recipients with improved assurances that certified PDF documents are authentic. Document recipients
are Relying Parties who can use Adobe reader to verify the Subscriber’s signature on a certified PDF
document.

1.3.5 Other Participants

Other participants include CAs that cross-certify Trustgate CA to provide trust among other PKI
communities.

1.4  Certificate Usage

A Certificate allows an entity taking part in an electronic transaction to prove its identity to other
participants in such transaction.

1.4.1  Appropriate certificate usage

Certificates issued by Trustgate CA complies to DSA 1997 and DSR 1998. These certificates can be
used for public domain transactions that require:
e Authentication: The assurance of one’s identity - who he/she/it claims to be.

e Integrity: The assurance to an entity that data has not been tempered with.
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e Confidentiality: The assurance to an entity that only the intended recipient(s) can read a
particular piece of data.

e Non-repudiation: A party cannot deny having digitally signed a data, a transaction or a
document.

This CPS covers several different types of certificates with varying levels of assurance.

Client Certificates

Client Certificates are normally used by individuals to digitally sign and encrypt online transactions,
to authenticate for accessing online applications and to digitally sign electronic mails, forms and
documents. The most common usages for client certificates are included in Table 1 below.

Client Certificates Usage Assurance Level

Class 1 Encryption Low
Authentication

Class 2 Encryption Medium
Authentication
Digital Signature
Class 3 Encryption High
Authentication
Digital Signature

A Client Certificate of Class 3 can issued to an organization to digitally sign and encrypt electronic
emails, forms and documents.

SSL Certificates

SSL certificates are intended for use in establishing web-based data communication conduits via
TLS/SSL protocol. The types of SSL certificates are included in Table 2 below.

SSL Certificates Usage Assurance Level

Domain Encryption Low
Authentication

Organization Encryption Medium
Authentication

Extended Validation Encryption High

Authentication

Assurance Level:

e Low (Class 1) Certificates are not suitable for identity verification as no
assurance authenticated identity information is included within the
Certificate. These Certificates do not support non-repudiation.
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e Medium (Class 2) Certificates are individual and organisational Certificates
assurance that are suitable for securing some inter and intra-organisational
and commercial transactions.

e High (Class 3) Certificates are individual and organisational Certificates
assurance that provide a high level of assurance of the identity of the
Subscriber as compared to Class 1 and 2. Extended validation
certificates are high assurance certificates issued by Trustgate

CA in conformance with the EV guidelines.

All Certificate types can be used to ensure the confidentiality of communications effected by means
of Certificates. Confidentiality may apply to business and personal communications as well as
personal data protection and privacy.

1.4.2 Prohibited Certificate usage

Certificates shall be used only to the extent the use is consistent with applicable law, and in particular
shall be used only to the extent permitted by applicable export or import laws.

Trustgate CA Certificates are not designed, intended, or authorized for use or resale as control
equipment in hazardous circumstances or for uses requiring fail-safe performance such as the
operation of nuclear facilities, aircraft navigation or communication systems, air traffic control
systems, or weapons control systems, where failure could lead directly to death, personal injury, or
severe environmental damage. Also, Class 1 Certificates shall not be used as proof of identity or as
support of non-repudiation of identity or authority. Trustgate CA Certificates may not be used for any
functions except CA functions. In addition, end-user Subscriber Certificates shall not be used as CA
Certificates.

Trustgate CA and its Participants shall not issue any certificate that can be used for man-in-the-middle
(MITM) or traffic management of domain names or |IP addresses that the certificate holder does not
legitimately own or control. Such certificate usage is expressly prohibited.

Certificates do not guarantee that the Subject is trustworthy, operating a reputable business or that
the equipment into which the Certificate has been installed is free from defect, malware or virus.
1.5 Policy Administration
1.5.1  Organisation Administering the Document

Requests for information on the compliance of issuing CAs with accreditation schemes as well as any
other inquiry associated with this CPS should be addressed to:

MSC Trustgate.com Sdn. Bhd. (478231-X)

Suite 2-9, Level 2,

Block 4801 CBD Perdana, Jalan Perdana, 63000 Cyberjaya

Selangor Darul Ehsan, Malaysia

Tel: +603 8318 1800
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www.msctrustgate.com

security@msctrustgate.com
1.5.2 Contact Person

Compliance Officer

MSC Trustgate.com Sdn. Bhd. (478231-X)

Suite 2-9, Level 2,

Block 4801 CBD Perdana, Jalan Perdana, 63000 Cyberjaya
Selangor Darul Ehsan, Malaysia

Tel: +603 8318 1800

www.msctrustgate.com

security@msctrustgate.com
1.5.3 Person Determining CPS Suitability for the Policy

The Trustgate CA policy board determines the suitability and applicability of the CP and the
conformance of this CPS based on the results and recommendations received from a Qualified
Auditor.

In an effort to maintain credibility and promote trust in this CPS and better correspond to accreditation
and legal requirements, the Trustgate CA policy board shall review this CPS at least annually and
may make revisions and updates to policies as it sees fit or as required by other circumstances. Any
updates become binding for all Certificates that have been issued or are to be issued upon the date
of the publication of the updated version of this CPS.

1.5.4 CPS Approval Procedures

The Trustgate CA policy board reviews and approves any changes to CPS. The updated CPS is
reviewed against the CP in order to check for consistency. CP changes are also added on a as-
needed basis. Upon approval of a CPS update by the policy board, the new CPS is published in the
Trustgate CA Repository at www.msctrustgate.com.

The updated version is binding upon all Subscribers including the Subscribers and parties relying on
Certificates that have been issued under a previous version of the CPS.

1.6 Definitions and acronyms

Any terms used but not defined herein shall have the meaning ascribed to them in the Baseline
Requirements and the EV Guidelines.

1.6.1 Definitions

e Adobe Approved Trust List : A document signing certificate authority trust store created
by the Adobe Root CA policy authority implemented from Adobe PDF Reader version 9.0

e Affiliate: A business, corporation, partnership, joint venture or other entity controlling,
controlled by or under common control with another entity or an agency, department,
political subdivision or any entity operating under the direct control of a Government Entity.
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e Applicant: A natural person or an entity that applies for (or seeks renewal of) a Certificate.

e Application Software Supplier: A supplier of Internet browser software or other Relying
Party application software that displays or uses Trustgate Certificates and distributes
Trustgate’s Root Certificates.

o Attestation Letter: A letter attesting that Subject Identity Information is correct.

e Business Entity: Any entity that is not a Private Organisation, Government Entity or non-
commercial entity as defined in the EV Guidelines. Examples include, but are not limited
to, businesses, general partnerships, unincorporated associations, sole proprietorships,
etc.

e Certificate: An electronic document that uses a Digital Signature to bind a Public Key
and an identity.

e Certificate Application: An application form requested by an RA operating under
Trustgate CA and submitted by an application when application for issuance of a Trustgate
Certificate.

e Certificate Approver: A Trustgate employee or an authorized administrator to approve a
request for a Trustgate Certificate.

o Certificate Management Process: Processes, practices and procedures associated with
the use of keys, software and hardware, by which Trustgate CA verifies Certificate Data,
issues Certificates, maintains a Repository and revokes Certificates.

e Certificate Policy: A set of rules that indicates the applicability of a named Certificate to
a particular community and/or PKI implementation with common security requirements.

e Certificate Problem Report: A complaint of suspected Key Compromise, Certificate
misuse or other types of fraud, compromise, misuse or inappropriate conduct related to
Certificates.

e Certificate Revocation List: A regularly updated timestamped list of revoked Certificates
that is created and digitally signed by Trustgate CA.

e Certification Practice Statement: One of several documents forming the governance
framework in which Certificates are created, issued, managed and used.

e Compromise: A violation of a security policy that results in loss of control over sensitive
information.

e Country: Either a member of the United Nations OR a geographic region recognised as
a sovereign nation by at least two UN member nations.

e Cross Certificate: as defined in the Baseline Requirement.

e Digital Signature: To encode a message by using an asymmetric cryptosystem and a
hash function such that a person having the initial message and the signer’s Public Key
can accurately determine whether the transformation was created using the Private Key
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that corresponds to the signer’s Public Key and whether the initial message has been
altered since the transformation was made.

e Domain Contact: as defined in the Baseline Requirement.

e Domain Name: as defined in the Baseline Requirement.

e Domain Name Registrant: as defined in the Baseline Requirement.

e Domain Name Registrar: as defined in the Baseline Requirement.

e DNS CAA Email Contact: as defined in the Baseline Requirement.

e DNS TXT Record Email Contact: as defined in the Baseline Requirement.
e DNS TXT Record Phone Contact: as defined in the Baseline Requirement.
e Enterprise RA: as defined in the Baseline Requirement.

e Expiry Date: The “Not After” date in a Certificate that defines the end of a Certificate’s
Validity Period.

e Fully-Qualified Domain Name: as defined in the Baseline Requirement.

e Government Accepted Form of ID: A physical or electronic form of ID issued by the
government or a form of ID that the government accepts for validating identities of
individuals for its own official purposes.

e Government Entity: A government-operated legal entity, agency, department, ministry,
branch or similar element of the government of a Country or political subdivision within
such Country (such as a municipality, city or state, etc.).

e Hardware Security Module (HSM): An HSM is type of secure crypto processor targeted
at managing digital keys, accelerating crypto processes in terms of digital signings/second
and for providing strong authentication to access critical keys for server applications.

e Issuing CA: In relation to a particular Certificate, the CA that issued the Certificate. This
could be either a Root CA or a Subordinate CA.

e Key Compromise: as defined in the Baseline Requirement.
e Key Pair: The Private Key and its associated Public Key.

e Legal Entity: An association, corporation, partnership, proprietorship, trust, government
entity or other entity with legal standing in a Country’s legal system.

e Object Identifier (OID): A unique alphanumeric or numeric identifier registered under the
International Organisation for Standardization’s applicable standard for a specific object or
object class.

e Online Certificate Status Protocol (OCSP): An online Certificate-checking protocol that
enables Relying Party application software to determine the status of an identified
Certificate. See also OCSP Responder.

©MSC Trustgate.com Sdn Bhd. All Rights Reserved. Page 11 of 61



Private Key: The key of a Key Pair that is kept secret by the holder of the Key Pair and
that is used to create Digital Signatures and/or to decrypt electronic records or files that
were encrypted with the corresponding Public Key.

Public Key: The key of a Key Pair that may be publicly disclosed by the holder of the
corresponding Private Key and that is used by a Relying Party to verify Digital Signatures
created with the holder's corresponding Private Key and/or to encrypt messages so that
they can be decrypted only with the holder's corresponding Private Key.

Public Key Infrastructure (PKI): A set of hardware, software, people, procedures, rules,
policies and obligations used to facilitate the trustworthy creation, issuance, management
and use of Certificates and keys based on Public Key cryptography.

Publicly-Trusted Certificate: A Certificate that is trusted by virtue of the fact that its
corresponding Root Certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor: A natural person or Legal Entity that meets the requirements outlined
by the relevant legislation.

Qualified Government Information Source: as defined in the Baseline Requirement.

Qualified Government Tax Information Source: as defined in the Baseline
Requirement.

Qualified Independent Information Source: as defined in the Baseline Requirement.

Registration Authority (RA): Any Legal Entity that is responsible for identification and
authentication of Subjects of Certificates, but is not a CA and hence does not sign or issue
Certificates. An RA may assist in the Certificate application process or revocation process
or both. When “RA” is used as an adjective to describe a role or function, it does not
necessarily imply a separate body, but can be part of the CA.

Relying Party: Any natural person or Legal Entity that relies on a Valid Certificate.

Repository: An online database containing publicly-disclosed PKI governance documents
(such as Certificate Policies and Certification Practice Statements) and Certificate status
information in the form of a CRL.

Root Certificate: The self-signed Certificate issued by the Root CA to identify itself and
to facilitate verification of Certificates issued to its Subordinate CAs.

Subject: The natural person, device, system, unit or Legal Entity identified in a Certificate
as the Subject. The Subiject is either the Subscriber or a device under the control and
operation of the Subscriber.

Subject Identity Information: Information that identifies the Certificate Subject. Subject
Identity Information does not include a Domain Name listed in the subjectAltName
extension or the commonName field.

Subordinate CA: A Certification Authority whose Certificate is signed by Trustgate CA.
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e Subscriber: A natural person or Legal Entity to whom a Certificate is issued and who is
legally bound by a Subscriber Agreement or Terms of Use.

e Subscriber Agreement: An agreement between Trustgate CA and the
Applicant/Subscriber that specifies the rights and responsibilities of the parties.

e Terms of Use: Provisions regarding the safekeeping and acceptable uses of a Certificate
issued in accordance with the Baseline Requirements when the Applicant/Subscriber is
an Affiliate of the CA.

e Trusted Third-party: A service provider with a secure process used for individual identity
verification based on Governmentally Accepted Form(s) of ID or whose service itself is
considered to generate a Governmentally Acceptable Form of ID.

e Trustworthy System: Computer hardware, software and procedures that are: reasonably
secure from intrusion and misuse; provide a reasonable level of availability, reliability and
correct operation; are reasonably suited to performing their intended functions; and
enforce the applicable security policy.

e Valid Certificate: A Certificate that passes the validation procedure specified in RFC
5280.

e Validity Period: The period of time measured from the date when the Certificate is issued
until the Expiry Date.

e WebTrust Program for CAs: The then-current version of the CPA Canada WebTrust
Program for Certification Authorities.

e WebTrust Seal of Assurance: An affirmation of compliance resulting from the WebTrust
Program for CAs.

e Wildcard Certificate: A Certificate containing an asterisk (*) in the left-most position of
any of the Subject Fully-Qualified Domain Names contained in the Certificate.

e X.509: The standard of the ITU-T (International Telecommunications Union-T) for
Certificates.

1.6.2 Acronyms

AATL Adobe Approved Trust List

CA  Certificate Authority or Certification Authority
CAA Certification Authority Authorization
CAB CA/Browser as in CAB Forum

CP Certificate Policy

CPS Certification Practice Statement
CRL Certificate Revocation List

CSR Certificate Signing Request

CT Certificate Transparency

DNS Domain Name Service

DV Domain Validated
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ETSI
EU
EV
FIPS

European Telecommunications Standards Institute
European Union

Extended Validation

Federal Information Processing Standard

FQDN Fully Qualified Domain Name

FTP
HSM

HTTP
IANA

File Transfer Protocol

Hardware Security Module

Hypertext Transfer Protocol

Internet Assigned Numbers Authority

ICANN Internet Corporation for Assigned Names and Numbers

IDN
ISSO
IETF
IGTF
ITU
NIST

Internationalized Domain Name

Information System Security Officer

Internet Engineering Task Force

International Grid Trust Federation
International Telecommunication Union
National Institute of Standards and Technology

OCSP Online Certificate Status Protocol

OID
Oosu
oV
PIN
PKI
RA
RFC
SAN
SHA
SSL
TLD
TLS
TSA
TST
TTL
uTC
X.509

Object Identifier

Online Sign-Up (Wi-Fi Alliance Hotspot 2.0)

Organization Validated

Personal Identification Number (e.g. a secret access code)
Public Key Infrastructure

Registration Authority

Request for Comments

Subject Alternative Name

Secure Hashing Algorithm

Secure Sockets Layer

Top-Level Domain

Transport Layer Security

Time Stamping Authority

Time-Stamp Token

Time To Live

Coordinated Universal Time

The ITU-T standard for Certificate and their corresponding authentication framework

2. Publication and Repository Responsibilities

21

Repositories

Trustgate CA publishes all Certificates-related and Certificate Revocation information for issued
Certificates, CP, CPS and Relying Party agreements and Subscriber Agreements in public
repositories. Trustgate CA ensures that revocation data for issued Certificates and its Root
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Certificates are available through a repository on 24 hours basis and is periodically updated as set
forth in this CPS.

The repository can be accessed at https://www.msctrustgate.com/respository.
2.2 Publication of Certificate Information

Trustgate CA publishes its CP, CPS, Subscriber Agreements, Relying Party agreements and CRLS
at https://www.msctrustgate.com/repository.

2.3 Time or Frequency of Publication

Trustgate CA reviews its CP and CPS at least once per year and makes appropriate changes to
comply with external requirements listed in the “Infroduction” section of this document. Updates to
Subscriber Agreements and Relying Party Agreements are published as necessary.

Certificates are published in a Repository upon issuance. CRLs are updated every 24 hours. CRLs
for CA Certificates are issued at least once a year and within 24 hours if a Certificate is revoked.

24 Access control on repositories

Information published in the repository of Trustgate CA web site is publicly-accessible. Read only
access to such information is unrestricted. Trustgate CA has implemented logical and physical
security measures to prevent unauthorized persons from adding, deleting, or modifying repository
entries.

3. Identification and Authentication

Trustgate CA verifies and authenticates the identity and/or other attributes of an Applicant prior to
inclusion of those attributes in a Certificate.

3.1 Naming
3.1.1 Types of Names

Trustgate CA Certificates are issued with subject DNs (Distinguished Names) which meet the
requirements of X.500 naming, RFC-822 naming and X.400 naming.

Client Certificate Class 1

Attribute Value
Common Name (CN) The Subscriber's name
E-Mail Address (E) The Subscriber’'s E-mail address

Client Certificate Class 2
Attribute Value

Country (C) The two letter ISO 3166 code for the country in which the
Subscriber is located

Organization (O) MSC Trustgate.com or The legal name of the
Subscriber’s organization
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Attribute Value

Organizational Unit (OU) | Trustgate CA end-user Subscriber Certificates may
contain multiple OU attributes. Such attributes may
contain one or more of the following:

e Subscriber organizational unit (for organizational
Certificates and individual Certificates that have an
organization affiliation)

o A statement referencing the applicable Relying Party
Agreement governing terms of use of the Certificate

e A copyright notice

e “Authenticated by Trustgate CA” and “Member” in
Certificates whose applications were authenticated
by Trustgate

e “Persona Not Validated” for Class 1 Individual
Certificates

o Text to describe the type of Certificate.

State or Province (S) Not used.
Locality (L) Not used.
Common Name (CN) This attribute includes the CA Name (if the CA Name is

not specified in an OU attribute) or is not used.

E-Mail Address (E) The Subscriber’'s E-mail address

Client Certificate Class 3
Attribute Value

Country (C) The two letter ISO 3166 code for the country in which the
Subscriber is located

Organization (O) MSC Trustgate.com or The legal name of the
Subscriber’s organization

Organizational Unit (OU) | Trustgate CA end-user Subscriber Certificates may
contain multiple OU attributes. Such attributes may
contain one or more of the following:

e Subscriber organizational unit (for organizational
Certificates and individual Certificates that have an
organization affiliation)

o A statement referencing the applicable Relying Party
Agreement governing terms of use of the Certificate

e A copyright notice
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Attribute Value

e “Authenticated by Trustgate CA” and “Member” in
Certificates whose applications were authenticated
by Trustgate

e “Persona Not Validated” for Class 1 Individual
Certificates

o Text to describe the type of Certificate.

State or Province (S) Not used.
Locality (L) Not used.
Common Name (CN) This attribute includes the CA Name (if the CA Name is

not specified in an OU attribute) or is not used.

E-Mail Address (E) The Subscriber’'s E-mail address

Domain Certificates
Attribute Value

Country (C) The two letter ISO 3166 code for the country in which the
Subscriber is located

Organization (O) The legal name of the Subscriber’s organization

Organizational Unit (OU) | Trustgate CA end-user Subscriber Certificates may
contain multiple OU attributes. Such attributes may
contain one or more of the following:

e Subscriber organizational unit (for organizational
Certificates and individual Certificates that have an
organization affiliation)

o A statement referencing the applicable Relying Party
Agreement governing terms of use of the Certificate

e A copyright notice

e “Authenticated by Trustgate CA” and “Member” in
Certificates whose applications were authenticated
by Trustgate

o Text to describe the type of Certificate.

State or Province (S) Not used.
Locality (L) Not used.
Common Name (CN) Domain Name of the server which the Applicant intend to

install the SSL Certificate
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Attribute

Value

E-Mail Address (E)

The Subscriber’'s E-mail address

Organization Certificates

Attribute

Value

Country (C)

The two letter ISO 3166 code for the country in which the
Subscriber is located

Organization (O)

The legal name of the Applicant’s organization

Organizational Unit (OU)

Trustgate CA SSL Certificates may contain multiple OU
attributes. Such attributes may contain one or more of the
following:

e Subscriber organizational unit

o A statement referencing the applicable Relying Party
Agreement governing terms of use of the Certificate

e A copyright notice

e “Authenticated by Trustgate CA” and “Member” in
Certificates whose applications were authenticated
by Trustgate

o Text to describe the type of Certificate.

State or Province (S)

Not used.

Locality (L)

Not used.

Common Name (CN)

Domain Name of the server which the Applicant intend to
install the SSL Certificate.

E-Mail Address (E)

The Subscriber’